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1.0. General.

Personnel involved in the shipment, storage, and transportation of munitions must know how to 
safely and securely protect munitions from theft, loss, and damage.  Also they are responsible for 
complying with the rules and regulations governing its safe and secure movement.

2.0.  Security.

AR 190-11 prescribes policies, procedures and standards for the physical security of sensitive 
conventional arms, munitions, and explosives (AA&E) in the custody of the Department of the 
Army.

2.1.  Definitions.

Definitions for movement of secret, confidential, and sensitive material.

 Classified material.  Items that require protection in the interest of national defense.

 Cleared carrier.  A commercial carrier who has met the criteria for handling SECRET 
shipments.

 Close vehicle or equipment.  A conveyance that is fully enclosed with permanent sides and 
top, and with doors that can be locked and sealed.

 Dromedary.  A container that can be mounted behind the power unit of a truck or carried on a 
flatbed trailer and which can be used to transport less-truckload shipments of SECRET, 
CONFIDENTIAL, or sensitive material.

 Emergency.  Any situation which would prevent a shipment of SECRET, CONFIDENTIAL, 
or sensitive material from safely reaching its destination, such as undue delay caused by 
accidents, equipment failure, civil disturbance, labor strikes, or natural disasters.

 Escorts or couriers.  U.S. Government military members or civilian employees, or DOD 
contractor employees responsible for continuous surveillance and control over movements of 
classified material.  Individuals designated as escorts or couriers must possess a DOD-issued 
security clearance at least equal to the level of classification of the material being transported.

 Greater security (GS).  A seal tracing and inspection service for rail movement of 
unclassified sensitive cargo.

 Qualified carrier representative.  A person employed by a carrier or terminal involved in 
handling DOD shipments under a TSP.
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 Refuge location.  A DOD activity that meets statutory requirements for storing SECRET, 
CONFIDENTIAL, or sensitive material (excluding Classes A and B explosives) and that can 
provide security for such shipments in emergencies.

 Report of shipment.  An advance notification of shipment provided by a shipper to the 
consignee to be received not later than 24 hours prior to shipment arrival.

 Safe haven (DOD).  A DOD activity that meets the quantity and distance requirements of 
DOD 6055.9-STD for storing Classes A and B explosives and that can provide security for 
such shipments in emergencies.

 Safe haven (non-DOD).  A state or locally-approved area for parking vehicles containing 
Classes A or B explosives in accordance with Title 49, Code of Federal Regulations (49 
CFR).

 Security cage.  A structure fabricated of steel grating that can be used for temporary storage 
of SECRET, CONFIDENTIAL, or sensitive material within low security structures, including 
carrier terminals.

 Sensitive material.  AA&E which are a definite threat to public safety and can be used by a 
militant, revolutionary, criminal, or other element for civil disturbance, domestic unrest, or 
criminal action.

 Transportation protective.  A commercial carrier service performed according to DOD 
standards that provides intransit physical security for shipments of SECRET, 
CONFIDENTIAL, or sensitive material.

2.2.  Physical Security Planning of Storage Facilities.

In developing a security plan, the host activity shall assume responsibility for coordinating 
physical security efforts of all tenants, regardless of DOD Components represented.

When security planning for storage, make the most effective use of resources, although 
comprehensive security planning must be undertaken.  Such planning should be a continuing 
process and should be tailored to local security needs.  Factors that should be considered are:

 Threat assessment furnished by local intelligence, investigative, or law enforcement agencies.

 Types of AA&E maintained.

 Location, size, and vulnerability of storage facilities.

 Vulnerabilities of AA&E to theft or loss.
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 Geographic location.

 Availability of existence of security enhancing systems including:
 Perimeter barriers.
 Security lightning.
 Communication systems.
 Key and lock controls.
 Stringent construction criteria for storage area and armories.
 Personnel.
 Security training programs.
 Intrusion detection system.
 Closed circuit television.
 Military working dogs.
 Security guard personnel.

2.3.  Munitions Security Categories.

For security reasons, munitions are classified into four categories.  The four categories are:

 Category I

Explosive complete rounds for nonnuclear manportable missiles and rockets “in a ready to 
fire” configuration; for example, Hamlet, Redeye, Stinger, Dragon, light antitank weapon 
(LAW) and Viper.  The AT-4 antitank weapon is also included.

 Category II
a.  Hand or rifle grenades, high explosive, and white phosphorus.
b.  Mines, antitank, or antipersonnel (unpacked weight of 50 pounds or less each).
c.  Explosives used in demolition operations; for example, C-4, military dynamite, and TNT.
d.  Critical binary munitions components containing “DF” and “QL” when stored separately 

from each other and from the binary chemical munitions bodies in which they are intended 
to be employed.

 Category III
a.  Munitions, 50 caliber and larger, with explosive filled projectiles (unpacked weight of 100 

pounds or less each).
b.  Grenades, incendiary, and fuzes for high explosive grenades.
c.  Blasting caps.
d.  Supplementary charges which are uninstalled, or installed in projectiles in a manner 

allowing easy removal without special tools or equipment.
e.  Bulk explosives.
f.  Detonating cord.
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 Category IV 
a.  Munitions with nonexplosive projectiles (unpacked weight 100 pounds or less each).
b.  Fuzes, except for those identified in Category III b above.
c.  Incendiary destroyers.
e.  Riot control agents, 100 pound package or less.
f.  Munitions for weapons listed in Category III above, not otherwise categorized.

2.4.  Waivers.

Commanders are authorized a 10 percent deviation from the physical security construction 
standards established by AR 190-11 for existing facilities.  Otherwise waivers and exceptions to 
the physical security requirement of this manual may be granted by the DCSOPS or his or her 
delegated authority.

 Quantity-distance waivers required for storage are requested IAW AR 384-64, and are 
granted by the MACOM commander IAW TM 9-1300-206.  

STUDENT CHECK 1

1. Which reference would you use to find the protection of categories?

2.   Who may grant waivers for security of storage?

3.0.  Physical Security Requirements for Munitions.  

The material traffic management commander, accountable officers, and all responsible personnel 
involved in transporting munitions must be knowledgeable in protecting the nations defense by 
being properly trained in safety, security, and emergency procedures.

Boundaries for security must include:

 Restricted area posting.  Areas where arms are stored will be designated and posted as 
restricted areas IAW AR 190-13.  Posting will be visible at eye level when possible.  It will 
include fire control measures, when required.

 Fences.  Categories I and II missile, rocket, munitions, and explosive storage areas will be 
surrounded with security fencing constructed and configured as set forth in AR 190-11.  New 
chain link fencing will not be programmed for Category III and IV storage facilities unless it 
is determined necessary based on an assessment of local threats, vulnerabilities, and cost 
effectiveness.
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 IDS signs.  Arms storage facilities having IDS will have signs prominently displayed 
announcing the presence of IDS.  They will be affixed at eye level, when possible, on the 
exterior of each interior wall that contains an entrance to the arms storage room, vault, or 
building.  They will be affixed on exterior walls only when the exterior wall contains an 
entrance to the arms storage facility.

 Access control.  Routine or unaccompanied access by enlisted and civilian personnel to arms 
storage facilities will be limited to the least practical number of responsible persons 
designated by the unit commander.  The names and duty positions of these persons will be 
posted inside the arms storage room.  These persons will be authorized unaccompanied 
access to the arms storage facilities only after they have satisfactorily undergone a command-
developed background check that has been verified by a review of personnel records.

 Inventories.

 Security lighting.  Security lighting will be provided for Category I and II storage facilities.  
New security lighting systems will not be programmed for Category III and IV facilities 
unless determined necessary based on an assessment of the local threats and vulnerabilities.  
Security lighting requirements will conform to munitions and safety requirements per AR 
385-64.  Security lighting will:


 Be provided for exterior doors of all Category I and II items storage rooms and 

magazines.

 Have switches for exterior lights installed so that they are not accessible to unauthorized 

individuals.

 Have all exterior lights covered with wire mesh screen that will prevent their being 

broken by thrown objects.  

 Be provided for motor pools, hangars, and outdoor parking areas for vehicles and aircraft 

that have Category I and II munitions and explosives stored on board, and for such items 
located in open storage areas.


 Be provided along storage site perimeter barriers determined necessary by the 

commander.

 Key and lock controls.

 Inspections as required by TM 9-1300-206 & SB 742-1.
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3.1.  Physical Security Requirements for Munitions during Transportation.  

The material traffic management commander, accountable officers, and all responsible personnel 
involved in transporting munitions must be knowledgeable in protecting the nations defense by 
being properly trained in safety, security, and emergency procedures.

3.2.  Types Of Shipments.  

Security must be provided on  military and commercial shipments either truckload or carload for 
all shipments as defined in AR 55-355 Table 34-2 (Supplementary reading page SR-11 through 
SR-13 ).  The four modes of shipments are:

 Air
 Motor
 Rail
 Water

3.2.1.  Shipment Considerations.  

When preparing munitions for shipment, the risk categories for sensitive material will be 
determined as follows:

 For Army-sponsored shipments, in accordance with AR 190-11, non-Army activities 
shipping for the Army who have a need can obtain a copy of AR 190-11 from the 
Commander, U.S.  Army AG Publications Center, 2800 Eastern Blvd., Baltimore, MD 
21220-2896.  If a problem arises, contact HQMTMC, ATTN:  MT-Inf, 5611 Columbia Pike, 
Falls Church, VA 22041-5050, commercial (202) 756-1592 or DSN 289-1596.

 For Navy-sponsored shipments, IAW NAVSEA OP 2165 (volume 2, table 9-6).  If a problem 
arises, contact Naval Sea System Command, Code SEA-06HA, Washington, DC 20362, 
commercial (202) 692-7754 or DSN 222-7754.

 For Air Force, Defense Logistics Agency, or Marine Corps sponsored shipments, consult 
DOD 5100.76m, appropriate service management data list or Table 34-2.

Transportation Protective Service.  Sensitive material must be shipped in accordance with the 
minimum security standards prescribed in Table 34-2 of AR 55-355.

Small Shipments.  Except for air or postal service shipments or when overpacked as described in 
below, shipments weighing less than 200 pounds must be placed in locked containers, such as a 
CONEX, dromedary or similar equipment.
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 Shipments weighting less than 200 pounds may be overpacked to exceed 200 pounds and 
shipped in less-truckload (LTL) service when the type of service required is not available or 
lower total transportation costs will result.

Sealing of Motor Conveyance.  Shippers will apply seals on motor shipments of SECRET, 
CONFIDENTIAL, or sensitive material when use is prescribed in Tables 34-2 or 34-3 of AR 55-
355.

 Carriers may remove shipper seals and replace them with equivalent seals in an emergency or 
upon prior approval from the consignor.

Package Marking.  Exterior containers will not be marked to indicate the security classification 
or TPS required.

Request for Routing.  When requesting routing instructions for sensitive items the transportation 
officer (TO) must provide the MTMC with the identity of the material, including the risk 
category and the TPS.

3.3.  Protective Procedures.  

Protective procedures used in safeguarding munitions during shipment are:

Armed guard surveillance (AGS).  AGS requires two drivers, at least one of whom is armed, to 
maintain constant surveillance of a shipment.  A carrier furnishing AGS must:

 Maintain a DD Form 1907 (Signature and Tally Record.).

 In terminal areas, provide for an armed guard who is specifically dedicated to the shipment or 

secure the shipment in an adequately lighted, and fenced in area that is continuously patrolled 
by an armed employee of the carrier or terminal who checks the shipment at least once every 
30 minutes.

Protective security service (PSS).  PSS is used for SECRET shipments and must be provided by 
a cleared carrier qualified by MTMC to transport SECRET shipments.  Cleared and qualified 
carriers furnishing PSS must:

 Provide continuous attendance and surveillance of the shipment by qualified carrier 
representatives.


 Maintain a DD Form 1907.

 Use drivers who are cleared under the DOD Industrial Security Program.

Dual driver protective service (DDPS).  DDPS requires continuous attendance and surveillance 
of a shipment by qualified dual drivers.  Carrier drivers providing DDPS must:
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 Maintain a DD Form 1907.

 Meet the requirements specified in AR 55-355.

 For brief stops en route, ensure at least one of the drivers remains in the cab of the vehicle, or 

remains within 10 feet of the vehicle provided the vehicle is within full, unobstructed view.

 When circumstances require more lengthy stops en route, ensure that the vehicle is parked 

only at a carrier terminal, a state or local approved safe haven under 49 CFR, or during 
emergencies, in a DOD safe haven or refuge location.

DOD constant surveillance service (CSS).  DOD CSS requires constant surveillance of a 
shipment at all times by a qualified carrier representative.  For motor shipments, carriers 
providing DOD CSS must:

 Maintain a DD Form 1907.

 For brief stops en route, ensure that a qualified carrier (or terminal) representative remains 

with the vehicle, (awake and not in a sleeper berth) or remains within 100 feet of the vehicle 
with the vehicle in full, unobstructed view.


 When circumstances require more lengthy stops en route, ensure that the vehicle is parked 

only in a carrier terminal, a state or local approved safe haven under 49 CFR, or during 
emergencies, in a DOD safe haven or refuge location.

3.4.  Emergency Procedures.

The following emergency procedures are used to prevent tampering, theft, or loss during 
shipment operations:

TOs or carriers may call an MTMC area command Safety and Security Hot-Line on a 24-hour 
basis to obtain any type of DOD safety or security advice and assistance.

The HOTLINE should be used to:

 Report information concerning any cleared carrier whose practices may now indicate the 
security clearance granted is not consistent with the national interest.


 Obtain safe haven or refuge information.

 Report accidents or incidents.

 Request investigation assistance.
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
 Request guidance on securing SECRET, CONFIDENTIAL, or sensitive shipments.

 Report any adverse information concerning movement of SECRET, CONFIDENTIAL, or 

sensitive materials.

Safe haven and refuge.  During carrier strikes, periods of major civil disorder or natural disaster 
emergencies, a carrier (driver or qualified employee) may request immediate safe haven or refuge 
by using the appropriate MTMC area command Safety and Security 800 HOTLINE.

On-road emergencies.  When an on-road emergency occurs and a vehicle containing SECRET, 
CONFIDENTIAL, or sensitive material cannot be parked at an authorized carrier terminal, the 
driver or qualified carrier representative must maintain the integrity of all applicable TSPs.  In 
the event of accident, threat to the vehicles or driver or other incident which jeopardizes the 
security of SECRET, CONFIDENTIAL, or sensitive shipment, the driver or qualified carrier 
representative will:

 Solicit the aid of local, state, or federal law enforcement officials to secure the shipment

 Immediately notify the consignor or consignee by the fastest means available, or if neither 

can be reached, using the appropriate MTMC area command Safety and Security 800 
HOTLINE.


 Notify local fire and safety officials, if necessary, to maintain safety of the shipment.



STUDENT CHECK 2

1.  When preparing a shipment and a problem arises, whom would you contact?

2.  During a major civil disorder what must be done?

3. What references are used for security of transportation?
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STUDENT CHECK SOLUTIONS
LESSON C18

STUDENT CHECK 1

1.  Answer:  AR 190-11 
Reference:  Paragraph 3.0.

2.  Answer:  The DCSOPS 
Reference:  Paragraph 3.0.

STUDENT CHECK 2

1.  Answer:  HQMTMC  
Reference:  Paragraph 3.2.1.

2.  Answer:  Request MTMC for a safe haven or refuge 
Reference:  Paragraph 3.4.

3.  Answer:  AR 190-11 and AR 55-355  
Reference:  Paragraph 3.2.1.
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LESSON 55B40C18
PRACTICAL EXERCISE

This practical exercise will enforce the information covered in this lesson.  Answer the following 
questions.  Cite the appropriate paragraph in the lesson that supports your answer.

1. How often must a communication system be tested?

ANSWER: 

REFERENCE:

2. At what level should IDS signs be posted?

ANSWER: 

REFERENCE:

3. What is the purpose of a rail car inspection at major terminals?

ANSWER: 

REFERENCE:

4. When transporting confidential and sensitive material, who is responsible for transportation 
security procedures?

ANSWER: 

REFERENCE:
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5. When a shipment is made by military airlift what form is on the exterior of the container?

ANSWER: 

REFERENCE:

6. What must be done during a major civil disorder?

ANSWER: 

REFERENCE:

7. How often must keys be inventoried for a storage magazine?

ANSWER: 

REFERENCE:

8. When working at an ASP, where should the keys be when they are not being used?

ANSWER: 

REFERENCE:

9. How often must the combination to locks or vaulted doors be changed?

ANSWER: 

REFERENCE:
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10. How many drivers are required for an armed guard surveillance?

ANSWER: 

REFERENCE:

11. When a driver is providing security escort, what type of vehicle may be driven?

ANSWER: 

REFERENCE:

12. What must be done before a driver can receive a shipment?

ANSWER: 

REFERENCE:

13. What is the minimum height of a fence at an explosive storage area?

ANSWER: 

REFERENCE:

14. What regulation authorizes commanders to store small quantities of ammunition in the 
unit arms storage room?

ANSWER: 

REFERENCE:
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15.  What type rule is used when opening a storage facility containing Category I missiles and 
rockets?

ANSWER: 

REFERENCE:

16. Where can large weapons, such as a mortar tube, be stored when the arms room has 
inadequate storage space?

ANSWER: 

REFERENCE:

17. Who may issue keys to personnel on the access roster?

ANSWER: 

REFERENCE:

18. What must be done if a driver transporting SECRET material has an on-road emergency?

ANSWER: 

REFERENCE:
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19. What must be provided for carriers who have shipments that are delivered after duty hours?

ANSWER: 

REFERENCE:

20. What type of material must a security cage wall be constructed of?

ANSWER: 

REFERENCE:

21. When transporting munitions on public highways, can unclassified and SECRET material 
be shipped together?

ANSWER: 

REFERENCE:

22. What form is used to maintain keys at a munitions area?

ANSWER: 

REFERENCE:

23. How often must secured gates and perimeter areas be checked or patrolled?

ANSWER: 

REFERENCE:
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24. What type of munitions are considered Category I?

ANSWER: 

REFERENCE:

25. What form is used to report missing munitions and explosives?

ANSWER: 

REFERENCE:

WWW.SURVIVALEBOOKS.COM



Determine Compliance with Storage and 55B40C18
Transportation Security Requirements

17

PRACTICAL EXERCISE
SOLUTIONS

1. Answer:  At least once during each shift.
Reference:  AR 190-11, Paragraph 5-7.

2. Answer:  Eye level.
Reference:  AR 190-11, Paragraph 4-1b.

3. Answer:  To inspect for evidence of forced entry, tampering with seals, or securing 
devices.

Reference:  AR 55-355, Paragraph 34-2h(2).

4. Answer:  The commander MTMC.
Reference:  AR 55-355, Paragraph 34-4a.

5. Answer:  DD Form 1387-2 (Special Handling Data/Certification).
Reference:  AR 55-355, Paragraph 34-12.

6. Answer:  Request MTMC for a safe haven or refuge.
Reference:  AR 55-355, Paragraph 34-27.

7. Answer:  Semiannually.
Reference:  AR 190-11, Paragraph 3-8e.

8. Answer:  Secured in a container with at least 20 gauge steel or equivalent strength and 
equipped with a secondary padlock.

Reference:  AR 190-11, Paragraph 3-8b(2).

9. Answer:  Annually or upon change of custodian.
Reference:  AR 190-11, Paragraph 3-8g.

10. Answer:  Two.
Reference:  AR 55-355, Paragraph 34-18.

11. Answer:  Unmarked, inconspicuous automobile, van, freight vehicle, such as tractor, 
tractor-trailer, or straight bed truck.

Reference:  AR 55-355, Paragraph 34-32d.

12. Answer:  Ensure the driver has security identification.
Reference:  AR 55-355, Paragraph 34-4d(7).
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13. Answer:  Six feet.
Reference:  AR 190-11, Paragraph 5-3d.

14. Answer:  AR 190-11.
Reference:  AR 190-11, Paragraph 5-8c(1)(a).

15. Answer:  Two-person rule.
Reference:  AR 190-11, Paragraph 5-9c.

16. Answer:  Stored in a locked, totally enclosed armored vehicle.
Reference:  AR 190-11, Paragraph 4-1a(2).

17. Answer:  Only the commander and key custodian.
Reference:  AR 190-11, Paragraph 3-8c.

18. Answer:  Must not park at authorized carrier terminal and maintain integrity of all 
applicable TPs.

Reference:  AR 55-355, Paragraph 34-28a.

19. Answer:  Temporary holding area.
Reference:  AR 55-355, Paragraph 34-31a.

20. Answer:  Structural steel angle and expended steel grating.
Reference:  AR 55-355, Paragraph 34-2, Table 34-1.

21. Answer:  Yes.
Reference:  AR 55-355, Paragraph 34-3c.

22. Answer:  DA Form 5513-R (Key Control Register).
Reference:  AR 55-355, Paragraph 3-8b.

23. Answer:  At least once each 4 hours.
Reference:  AR 190-11, Paragraph D-6b.

24. Answer:  Ready to fire configuration  (Hamlet, Redeye, Stinger, Dragon, LAW, and Viper).
Reference:  AR 190-11, Paragraph B-2.

25. Answer:  DA Form 3056.
Reference:  AR 190-11, Paragraph 8-2a(b).
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